
 Do’s  Don’ts

Executive Sponsorship & Support

Do ensure that a strong commitment from management 
exists regarding resources and budget, and that the 
benefits to leaders and dedicated resources are clear.

Don’t pursue HITRUST certification without a 
committed C-level sponsor.

Experience & Training

Do contact a HITRUST External Assessor Firm or 
HITRUST staff personnel to educate and inform key 
stakeholders. You may want to train one or more key 
employees in the HITRUST Academy Certified CSF 
Practitioner (CCSFP) course. 

Don’t begin Validated Assessment activity  
without experience or training in the HITRUST  
CSF, the Scoring Rubric and the HITRUST 
assessment methodology.

Internal Stakeholder Involvement

Do involve cross-functional teams including HR,  
Training, Finance, Facilities, Maintenance and more  
to ensure collaboration and understanding. 

Don’t assume that IT and Security teams will be the 
only ones involved in implementing and assessing 
the HITRUST risk management framework. 

Accurate Scoping of the HITRUST Assessment 

Do engage with a HITRUST External Assessor Firm for 
assistance with scope definition and related exclusions. 
Note that HITRUST does not certify processes, 
locations, people, or mobile applications -- only 
implemented systems. Other organizational factors, 
geographical factors and regulatory factors must also 
be defined if your organization is required to report on 
other security and or privacy frameworks such as SOC 
2, ISO 27001, PCI-DSS, NIST 800-53, GDPR, etc.

Don’t define the scope of a first-time HITRUST 
Validated Assessment on your own. Changing  
scope late in the assessment process can result  
in long delays or months of remediation and rework, 
so it’s important to define the scope accurately  
from the beginning.
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To learn how A-LIGN can help you navigate HITRUST compliance contact A-LIGN today 
by emailing info@a-lign.com or (888) 702-5446 to find out how we can help.

Selecting the Right Assessor Firm

Do take the time to properly vet an Assessor Firm to 
ensure they have the necessary experience with the 
HITRUST CSF Assurance Program and the technical 
expertise to understand your industry and business.  

Don’t rush the selection of a trusted partner for 
Readiness and Validated Assessments. While many 
firms offer HITRUST services, some do not submit 
Validated Assessments to HITRUST regularly and 
they may be unaware of important changes to the 
framework and certification process.  

Starting with a Readiness Assessment 

Do have a HITRUST-approved External Assessor 
Firm guide you through a comprehensive Readiness 
Assessment to learn about the assessment process, 
review and discuss requirements, identify gaps,  
provide remediation suggestions and adequately 
prepare for a Validated Assessment.  

Don’t assume that other compliance audits  
such as SOC 2, ISO 27001 or PCI-DSS,  
will adequately prepare you for a HITRUST 
Validated Assessment. 

MyCSF Annual Subscription 

Do get an annual subscription to MyCSF. On average, 
an organization going through HITRUST Validated 
Assessment for the first time takes between 9 and 24 
months to get certified.  

Don’t underestimate the time it takes to receive a 
HITRUST certification. HITRUST Assessments take 
several weeks to complete and submit. Any delay 
can easily push past the 12-weeks of access. 

Continuous Monitoring & Improvement

Do dedicate resources to ongoing efforts. Develop  
a compliance calendar to monitor controls and  
ensure continuous improvement with no control 
degradation.  

Don’t view HITRUST as a “once and done” 
certification. 
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