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ISO 27001 Certification - 
Frequently Asked Questions

What is ISO?
ISO is the International Organization for 
Standardization, an international standard-
setting body that facilitates common standards 
across nations.

What is the ISO 
27000 standard?
ISO standards are organized by families. 
The 27000 family of standards focuses on 
information security management systems 
(ISMS), which help organizations manage the 
security of data such as financial information, 
trade secrets, or other confidential data.

What is ISO 27001?
ISO/IEC 27001:2013 is an information security 
standard that is designed to be implemented by 
organizations of any kind, at any size. 

ISO 27001 is a security framework 
management system built around the process 
of monitoring and improving information 
security to improve security holistically. As a 
risk-driven standard, ISO 27001 focuses on 
confidentiality, integrity and availability to the 
data in your environment.
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Operation Performance  
Evaluation

There are seven mandatory clauses including objectives for 
organizations seeking conformance to the ISO 27001 standard:

The Context of 
the Organization

Leadership Planning Support

Improvement

The ISO 27001 Certification Process 4



Additionally, there are 14 sections made up of 114 
discretionary controls defined in the Annex:
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Should I Use an Accredited or 
Unaccredited Certification Body? 

Accredited Certification Body
Accredited CBs must undergo a rigorous initial evaluation process to 
ensure that the certification audit is performed in accordance with the ISO 
audit requirements. The evaluation process assesses the competence 
of the audit team, the audit methodology used by the CB, and the quality 
control procedures in place to ensure that the audit and report are 
completed properly.  Additional audits are performed annually to ensure 
an accredited CB is continuing to follow all proper processes. 

As a CB, each certificate that A-LIGN issues contains the ANSI-ASQ 
National Accreditation Board (ANAB) seal, which will be accepted globally 
by your customer and potential clients to demonstrate conformity with 
the appropriate standard.

Unaccredited Certification Body
Organizations can also receive certification through an unaccredited 
assessor, however, these CBs are never audited for their compliance with 
ISO certification audit requirements. When ISO certification is something 
your organization is undergoing to meet a client requirement, it is 
important to determine if the client requires an accredited certificate or if 
they will accept a certificate from an unaccredited CB.
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About the ISO 27001 Certification Process

Step 1: 
Pre-Assessment

The ISO pre-assessment process is designed 
for companies that will undergo the certification 
process for the first time and is only performed 
on an as-needed basis. A-LIGN simulates the 
actual certification audit by performing a review 
of your company’s entire management system 
including scope, policies, procedures, and 
processes to review any gaps that may need 
remediation before your company goes through 
the certification process.

The pre-assessment can give your organization 
a head-start on the certification process by 
revealing any oversights or potential weaknesses 
that your organization may have ahead of the 
actual audit so that you can act on areas that 
require remediation or attention.

Step 2: 
Stage 1 Audit

The conclusion of the stage 1 audit will 
determine if your company is ready to move 
forward to stage 2, or if modifications are 
required to its policies, procedures, and 
supporting documentation before proceeding. 
Once stage 1 is complete, your organization 
will have a better understanding of your 
organization’s ability to meet the requirements 
and areas of improvement. In some cases, 
A-LIGN may determine enough documentation 
is missing from the Stage 1 audit, and a second 
Stage 1 audit will need to be performed before 
moving on to Stage 2. 

Step 3: 
Stage 2 Audit

The stage 2 audit is performed to test the 
conformance of your system with the relevant 
ISO standard. During A-LIGN’s on-site audit, 
we will perform testing procedures including 
interviews, inspection of documented evidence, 
and observation of your processes. The length 
of the audit is different for every audit and is 
determined by several factors. Upon completion 
of stage 2, A-LIGN will determine if your 
organization is ready to be certified.

If there are any major nonconformities, they will 
need to be remediated before a certificate can 
be issued. 
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About the ISO 27001 Certification Process

Step 4: 
Surveillance Audit

Once your organization has achieved 
certification, A-LIGN is dedicated to your 
continued success. Over the two years 
following certification, A-LIGN will conduct 
annual surveillance audits, as required by the 
standard, to ensure your ongoing conformity 
with the appropriate ISO standard to give you 
the assurance that your systems and processes 
continue to be compliant.

Step 5: 
Recertification

Your certificate is valid for three years after 
the issue date as long as the surveillance 
requirements are met. Your organization will 
need to recertify before the issue date, which 
will then begin the certification process again. 
The recertification process differs from initial 
certification, as organizations do not typically 
need to go through the stage 1 audit again. 
Instead, organizations begin with stage 2 to 
achieve recertification and continue to receive 
surveillance audits following certification.



Why ISO 27001?
ISO 27001 can help organizations reduce risk, optimize operations 
within an organization due to clearly defined responsibilities and 
business processes, and build a culture of information security. The 
framework also helps organizations in reducing security incidents 
and meeting additional compliance requirements.

In addition, the standard helps organizations implement controls 
that are relevant to its unique risks and assets, instead of providing 
generalized guidance that isn’t applicable to the organization. This 
holistic, tailored approach makes the ISO 27001 standard functional 
for organizations of any size, in any industry.

Contact us today

A-LIGN is a technology-enabled security and 
compliance partner trusted by more than 
2,500 global organizations to help mitigate 
cybersecurity risks. A-LIGN uniquely delivers 
a single-provider approach as a HITRUST CSF 
Assessor firm, Qualified Security Assessor 
Company, accredited ISO 27001, ISO 27701 
and ISO 22301 Certification Body, accredited 
FedRAMP 3PAO and licensed CPA firm. Working 
with small businesses to global enterprises, 
A-LIGN experts and its proprietary compliance 
management platform, A-SCEND, are 
transforming the compliance experience enabling 
an anytime, anywhere approach to audits. 
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